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INTRODUCTION 
 

Information Technology Framework for Non-Banking Financial Company (NBFC) Sector (‘Master 
Directions’) were issued by the Reserve Bank of India (RBI) on June 8, 2017. The broad intention of 
Master Directions was to enhance safety, security, efficiency in information technology processes leading 
to benefits for NBFCs and their customers. 
 
The Master Directions require the NBFCs with asset size below ₹500 crore to formulate and 
adopt an Information Technology (IT) Policy which commensurate with the size, scale and 
nature of the business carried out by NBFC and which will act as a framework for usage of IT 
resources within the organization.  

 
Keeping in mind, the directions issued by the RBI in this regard, the following internal policy 
(‘IT Policy’ or ‘Policy’) has been formulated and adopted by the board of directors of the 
‘Ladderup Finance Limited’ (‘the Company’).  

 
For the purpose of this Policy, the term “IT” would include but not be limited to the Company’s 
IT network, hardware including portable media, system and application software, 
communication components including telephone and WAN systems, documentation, physical 
environment and other information assets. 
 

  



 

 

System Purchase Policy 
 

Purpose 
 

The purpose of this policy is to outline the process by which the company acquires and disposes of 
systems for Partners, Executives, Employees and Articles.  The goal of the policy is to ensure that each 
user has a suitable system to perform his/her assigned responsibilities while also providing judicious 
services of company resources. 

Scope  
 

This Policy applies to full and part-time employees and also consultant and to the purchase of all laptop 
and desktop computers and other peripherals.  In the context of this policy, a “System” is defined as a 
complete working computer system with operating system and office applications and other system 
software. 

Guidelines of System Purchase  
 

All systems and peripherals purchase must be made through the company’s IT Department.  Benefits of 
a central purchasing process include : 

 Ensuring that Directors, Executives and Trainees have access to up-to-date computer systems. 
 Requiring that computer system or peripherals purchases are reviewed by IT Team. 
 Consolidating purchasing into large orders to lower cost associated with acquisition and deployment. 
 Maximizing value by working with preferred vendors. 
 Reducing the total cost by purchasing standardized configurations. 
 Centralizing record keeping to facilitate effective planning, maintenance, upgrades and disposal. 

All systems and peripherals must be made with the company’s preferred suppliers and online and 
conform to set of company’s specified standards models with the following exceptions: 

 Partners require an alternative to the standard configuration - Must approved by the board of 
Managing Committee 

 Executives and Trainees whose specific technical configuration – Must approved by the HOD  

Preferred Vendors and Service Providers 
 

The company has negotiated purchasing contracts with select vendors and service providers.  Utilization 
preferred vendors help ensure that the company receives the maximum value for its purchasing.  The 
relationship also include special access to warranty and other services that assist IT Team in fixing 
problems and lower the cost of the equipment. 



 

 

Standard Models 
 

The IT Department maintains a standard desktop and a standard laptop configuration that will meet the 
general computing needs of most users.  Normal company prefer Dell Laptops for their user and Server 
we prefer HP or IBM. 

Purchasing Schedule 
 

The IT Department schedules the purchases of systems or peripherals after the request from the users. 
And also purchase new systems for replacing disposed system which is not capable up to the level of the 
user or technology ends. 

Delivery of System 
 

Once the system has been purchased and setup, the system will become the property of the respective 
department or vertical.  The IT team will handover to the user after completing the signing of IT policies 
and other relevant polices. 

 

Retention/Return of System 
 

The user who do not intent to retain the system after superannuation or cessation of service during the 
life span of the system can return the same to the IT Department.  The IT Department shall issue 
necessary clearance report to the vertical as well as HR Department.  If the user retain the system as 
well as peripheral as per the prevalent policy of the company. 

Loss/Theft of System 
 

The user shall be personally responsible for safe custody of the computer system or laptop.  In case of 
theft or loss of system or peripherals, the user shall be responsible for the same and for any replacement, 
he has to remit the value of the system with the company. 
 

Refresh Cycle  
 

The systems are replaced once in a five years cycle or more when the technology end of life.  The request 
of new systems or peripheral through Director or HOD of IT Department to the managing committee of 
the company.  

 

 



 

 

POLICY FOR SAFETY AND SECURITY OF IT ASSETS 
 

IT Policy – Version : 01/2021-2022 

It goes without mentioning that IT assets are very important for any organization and so is for Ladderup, 
hence the need for proper handling of the IT Assets provided by Ladderup. It is very important for us to 
safeguard and upkeep the facilities and maintain the properties of Ladderup provided for smooth 
functioning of our work. Along with the privilege of using Ladderup owned IT Assets, comes additional 
responsibility to safeguard them from potential theft or damage. If a laptop is stolen or lost there are 
additional security implications for any data that might have been stored on that laptop as well. This policy 
addresses actions that must be taken in order to minimize the risk of the theft of Ladderup owned IT 
Assets and the associated costs to Ladderup. As a continuous improvement measures and policy matter, 
the following practice to be put in place:  

For Physical Damage, Loss, Theft etc. 
 

1. All the Users whosoever is allotted with Desktop, Laptop, Printers, Notepad, iPad, Pen Drive, 
Datacard, Hard disk, CDs or any other materials (referred as IT Assets of Ladderup offices), whether 
dedicatedly or temporary for specific assignment, shall use and deal with these assets with utmost 
care and precaution so as to prevent them from any physical damage, loss, theft or other effect 
hampering its proper functioning.  

       (Refer Annexure for General Laptop Use Rules & How to Avoid Laptop Computer Theft) 

 
2. No IT Assets especially Laptops, Pen Drive and Datacard shall be given to other person without 

consent from the partner in-charge and IT Department. 
 

3. In case of any damage or loss or improper functioning being noticed / observed for any of the IT 
Assets, the same shall be reported to the IT department immediately for necessary action. IT 
department shall take required action to make repair / rectification / correction or replacement for 
smooth functioning of such IT Asset. 

 
4. All users are personally responsible for the security and safety of their assigned IT Assets and will 

be fully liable if stolen, lost, destroyed or not returned. All users will be required to reimburse for the 
full replacement cost of the laptop if it is stolen, lost or destroyed in full. The replacement cost will 
be determined by the IT department at the time of loss.  

 
5. The costs of partial damages of IT assets, in case the same need to be replaced or repaired, shall 

be recovered in full from the user allotted with such assets or person causing the damages due to 
negligence and / or careless handling of the assets. 

 

6. IT department shall maintain a register recording all such incidents and reasons for damages / non-
functioning of the assets. 

 



 

 

For Regular Maintenance & Backup 
 

1. All the users are required to give their dedicated laptops, at least once in two months to IT 
department at office for regular maintenance, back up of data, virus definitions update and other 
updates. IT department in consultation with the respective Vertical Heads will define a schedule for 
submitting the Laptops. In case, the user is not able to give the laptop on a particular date, he will 
intimate to the IT department and concerned vertical partner.  

 

7. For the Laptops allotted from the Pool Account, the same be returned back to IT department once 
the assignment is over and all the data be saved in the office server. In specific cases / longer 
duration assignment (more than 2 months) or in case pool laptop given dedicatedly for regular client, 
they needs to be given back as per schedule of regular maintenance of dedicated laptops.  

 

Prohibited Practices With IT Assets 
 

Any activity, action or lack of action on the part of a user that damages the image of Ladderup or 
compromises security or confidentiality is prohibited. Eg. of prohibited practices include :- 

1. Installing new desktops/equipment or Upgrading equipment or adding peripheral equipment without 
prior approval by the IT Department. 

 
2. Downloading and/or installing programs that are not specifically approved by the IT Department. 

 
3. Using unlicensed software. Users may not copy and share software that is installed on their desktops 

or laptops with other users. 
 

4. Using programs or Internet web sites that compromise the privacy of customers or employees. 
 

5. Removing or compromising desktop virus protection programs. 
 

6. Opening email attachments that are inappropriate or from someone you do not know. 
 

7. Using Firms provided IT equipment for non-business reasons or for personal gain. 
 

8. Unauthorized attempts to break into any workstation. 
 

9. Unauthorized access to Firms files, programs, databases or confidential information. 
 

10. Sending or posting confidential files to unauthorized persons. 
 

11. Failing to fully cooperate with IT security investigations. 
 

12. Allowing co-workers or other users to use your desktop without approval of your manager or by the 
IT Department. 

 
13. Sharing password information or displaying it in plain view on or around your desktop. Users must 

secure their passwords and not reveal them to others. 
 

14. Do not move Desktops Machine or any of its components like monitor, keyboard and mouse without 
notification and approval of IT Dept. 



 

 

Annexure to Policy for Safety & Security of IT Assets 
Users shall use Ladderup’s provided IT Assets responsibly and for company business purposes only. 

General Laptop or Desktop Acceptable Use Rules 
 

1. Every employee working from office will be entitled for a laptop or desktop or other peripheral 
devices like Pen Drive / Data Card / Webcam / Flash Drives etc. only after the approval of Vertical 
Head. 
 

2. Data Card should only be used while the employee is travelling. In office premises one should 
use LAN Network for browsing. 
 

3. Active desktops and laptops may not be left unattended for prolonged periods of time. Users 
should secure their workstation whenever he or she leaves the desk by applying the OS based 
auto lock feature. 
 

4. Ladderup’s information displayed on screens or on reports shall be treated as confidential and 
private. Users must guard such information from unauthorized access or use. Any employee-
signed confidentiality agreement shall fully apply to information accessed with Ladderup’s IT 
Assets. 
 

5. Managers are responsible to ensure that their employees are adequately trained on appropriate 
use of IT equipment and that they adhere to this policy. 
 

6. Users should regularly back up the data on the laptop on the network folder on the Server as a 
safety precaution against hard drive failure. The seconds that it takes to create a backup are well 
worth the frustration if/when the computer hard disk fails.  
 

7. All laptops & Desktops should have Ladderup Licensed Antivirus Software Installed. If you don’t 
have one installed please contact the IT Team. 
 

8. All system should be installed with Ladderup Screen Saver & Desktop Background. 
 

9. Since the laptop’s keyboard and touch pad are permanently attached to the rest of the system, 
make sure that your hands are clean before using them. Because hand lotion is a major 
contributing factor to dirt and dust, please make sure your hands are free from lotion before using 
the computer. It is costly to change a laptop keyboard and/or touch pad that has been damaged 
by excessive dirt. 
 

10. Do not place drinks or food in close proximity to your laptop. 
 

11. Extreme temperatures or sudden changes in temperature can damage a laptop. You should NOT 
leave a laptop in an unattended vehicle. 

12. When using the laptop, keep it on a flat, solid surface so that air can circulate through it. For 
example, using the laptop while it is directly on a bed can cause damage due to overheating. 

 

13. IT Assets provided by the firm shall be kept in secure manner so that the user’s household 
members and others do not have access to them. 



 

 

How to Avoid Laptop Computer Theft 
 

Due to size and portability, laptop computers are especially vulnerable to theft. All the users should follow 
the rules set out below. A User will be held personally responsible for any laptop computers, equipment, 
and/or accessories that are stolen from the time and day they have been assigned to that User. Below 
are some tips on how to protect your laptop from being stolen:- 

1.  Do not leave a laptop in an unlocked vehicle, even if the vehicle is in your driveway or garage. 
Never leave it in plain sight. If you must leave your laptop in a vehicle, the best place is in a 
locked trunk. If you do not have a trunk, cover it and lock the doors. 

2.  Be aware of the damage extreme temperature can cause to Laptops. 

3.  Carry your laptop in a nondescript carrying case or bag when traveling. 

4.  Do not leave a meeting or conference room without your laptop. Take it with you. 

5.  Never check a laptop as luggage at the airport. 

6.  Lock the laptop in your office or classroom during off-hours or in a locked cabinet or desk 
when possible. 

7. While travelling in a train or bus or other vehicle, do not keep the laptop on the overhead shelf 
or any other location away from you wherein it can be easily stolen by a third person. It is rather 
advisable to keep it with you instead of keeping it away. 

 
If a theft does occur, immediately notify IT Department. 

  



 

 

EMAIL & INTERNET POLICY 

The purpose of this email policy is to ensure the proper use of Ladderup’s email system and make users 
aware of what Ladderup deems as acceptable and unacceptable use of its email system. The company 
reserves the right to amend this policy at its discretion. In case of amendments, users will be informed 
appropriately. 

 
Legal Risks 
 

Email is a business communications tool and users are obliged to use this tool in a responsible, effective 
and lawful manner. Although email seems to be less formal than other written communication, the 
same laws apply. Therefore, it is important that you are aware of the legal risks of email: 

• If you send or forward emails with any libelous, defamatory, offensive, racist or obscene 
remarks, you and Ladderup can be held liable. 

• If you unlawfully forward confidential information, you and Ladderup can be held liable. 

• If you unlawfully read, forward or copy messages without permission, you and Ladderup can 
be held liable for copyright infringement. 

• If you send an attachment that contains a virus, you and Ladderup can be held liable. 
 

By following the guidelines in this policy, you can minimize the legal risks involved in the use of email. 
If you disregard the rules set out in this Email Policy, you will be liable for your actions. 

 

Legal Requirements 

The following rules are to be strictly adhered to. It is prohibited to: 
• Send or forward emails containing libelous, defamatory, offensive, racist or obscene remarks. 

If you receive an email of this nature, you must promptly notify your IT Team. 

• Forward a message with sensitive information without acquiring permission from the sender first. 

• Send unsolicited email messages. 

• Forge or attempt to forge email messages. 

• Disguise or attempt to disguise your identity when sending mail. 

• Send email messages using another person’s email account. 

• Copy a message or attachment belonging to another user without permission of the originator. 



 

 

Email Best Practices 
 

Ladderup considers email as an important means of communication and recognizes the importance of 
proper email content in conveying a professional image. Users should take the same care in drafting 
an email as they would for any other communication. Therefore the firm wishes users to adhere to the 
following email guidelines: 
 

 Writing emails: 

o Write well-structured emails and use short, descriptive subjects. 
o Use bullet points were possible 
o Kreston SGCO’s email style is informal. This means that sentences can be short and to the 

point. You can start your email with ‘Hi’, or ‘Dear’, and the name of the person. Messages 
can be ended with ‘Best Regards’. The use of Internet abbreviations such as OMG, LOL etc 
and characters such as smileys however, is not encouraged. 

o Signatures must include your name, job title and company name. A disclaimer will be 
added underneath your signature (see Disclaimer below) 

o Users must spell check all mails prior to transmission. 
o Don’t click Send before re-reading your entire email. Many mistakes can be avoided in this 

way. 
o Do not send unnecessary attachments. Compress attachments larger than 5 MB before 

sending. 
If possible include a link to a downloadable document instead. 

o Do not write emails in capitals. 
o Do not use cc: or bcc: fields to send a mailing to multiple recipients. Instead, use the help of 

our IT head for using the mail merge utility. 

o Avoid hitting “Reply All”. 
o Only send emails of which the content could be displayed on a public notice board. If they 

cannot be displayed publicly in their current state, consider rephrasing the email, using 
other means of communication, or protecting information by using a password (see 
confidential). 

o Only mark emails as “Important” if they really are important. 
o Do not use the “Recall” option 
o For more guidelines on how to draft business emails, please read Email Etiquette Rules 



 

 

 Newsgroups: 

o Users need to request permission from their Vertical head before subscribing to a newsletter 
or news group. 

o Registering of official email-id in social media and other groups 
 

 Maintenance: 

o Delete any email messages that you do not need to have a copy of and set your email client 
to automatically empty your ‘deleted items’ on closing. 

 Beware of viruses: 

o Do not click on any links or open any attachments of unsolicited or suspicious looking 
emails. These messages could infect your computer with a virus. 

 

 Beware of phishing: 

o If you receive an email from a bank or any other institution, asking you to click on a link and 
update your details, DO NOT CLICK on the link. Do not be fooled if the sender appears to 
have some of your private details. This information can be obtained through Facebook, 
Linked-in and other social media websites. Instead, go to the company website by typing in 
the URL in a web browser, or call the company. 

 

Personal Use 
 

Although the Firm’s email system is meant for business use, Ladderup allows limited personal usage if 
it is reasonable and does not interfere with work. However the sending of chain letters, junk mail, 
jokes, photographs and executables is prohibited. All messages distributed via the company’s email 
system are company property. 
 

Confidential Information 
 

Do not send credit card details, social security numbers, or other confidential information via email. If 
you need to send conf ident ia l  information, check with your IT Head for safe methods. 
 



 

 

Passwords 
 

Use a combination of words, numbers and special characters for passwords. All passwords must be 
made known to the Firm. The use of passwords to gain access to the computer system or to secure 
specific files does not provide users with an expectation of privacy in the respective system or document. 
 

Encryption 
 

Users may not encrypt any emails without obtaining written permission from their supervisor. If 
approved, the encryption key(s) must be made known to the company. 
 

Email Accounts 
 

All email accounts maintained on our email systems are property of the firm. Passwords should not be 
given to other people and should be changed once a month. Email accounts not used for 60 
days will be deactivated and possibly deleted. 
 

System Monitoring 
 

Users expressly waive any right of privacy in anything they create, store, send or receive on the 
firm’s computer system. The firm can, but is not obliged to, monitor emails without prior notification. 
If there is evidence that you are not adhering to the guidelines set out in this policy, the company reserves 
the right to take disciplinary action, including termination and/or legal action. 
 

Disclaimer 
 

The following disclaimer will be added to each outgoing email: 
 

This e-mail and any attachments transmitted with it are intended solely for the use of the individual or 
entity to whom they are addressed and may contain information which is privileged, confidential or 
prohibited from disclosure or unauthorized use. If you have received it in error or you are not the intended 
recipient, please contact the sender by reply e-mail immediately and destroy all copies of the 



 

 

original message. Any unauthorised review, use, disclosure, dissemination, forwarding, modification, 
distribution, publication, printing or copying of this email or any action taken in reliance on this e-mail 
is strictly prohibited and may be unlawful. 
 

Although reasonable precautions have been taken to ensure no viruses or malicious software 
programmes are present in this email, Ladderup Group cannot accept responsibility for any loss or 
damage arising from the use of this email or attachments and it is recommended that you check for such 
viruses before downloading it to your electronic device. 
 

Use any other contents or alternation of disclaimer contents is not allowed, If there is evidence that you 
are not adhering to the guidelines set out in this policy, the company reserves the right to take disciplinary 
action, including termination and/or legal action. 

 

Questions 

If you have any questions or comments about this Email Policy, please contact Ajay Pillai 
(it@ladderup.com). If you do not have any questions Ladderup presumes that you understand and are 
aware of the rules and guidelines in this Email Policy and will adhere to them. 
 

BUSIESS CONTINUITY PLANNING 
 

BCP shall be designed to minimise the operational, financial, legal, reputational and other material 
consequences arising from a disaster. NBFC should adopt a Board approved BCP Policy.. The process 
will envisage the impact of any unforeseen natural or man-made disasters on the NBFC's business 

 
 Business Impact Analysis- NBFCs shall first identify critical business verticals, locations and shared 

resources to come up with the detailed Business Impact Analysis. The process will envisage the 
impact of any unforeseen natural or man-made disasters on the NBFC’s business. The entity shall 
clearly list the business impact areas in order of priority. 
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 Recovery strategy/ Contingency Plan- NBFCs shall try to fully understand the vulnerabilities 
associated with interrelationships between various systems, departments and business processes. 
The BCP should come up with the probabilities of various failure scenarios. Evaluation of various 
options should be done for recovery and the most cost-effective, practical strategy should be selected 
to minimize losses in case of a disaster. 

 
 NBFCs shall consider the need to put in place necessary backup sites for their critical business 

systems and Data centers. 
 

 Following Measures we adopt for BCP : 
 

1) Cloud Backup of entire server (AWS) 
 

2) Weekly Backup to Hard drive and sent to outside. 
 

3) Proper Power backup  
 

4) 24*7 Data Room. 
 

 IT Team of the company shall ensure adherence to business continuity and disaster recovery plans, 
provide training to the staff for proper implementation of plans and conduct regular testing and 
upgrading of these plans, whenever required. 
 

 Senior management will assess the greatest risks, the techniques to mitigate, control, or limit the risks, 
the actions are required to address the greatest exposures including activation of a DRP, and an 
estimate of costs. 

 

SYSTEM GENERATED REPORTS 
 

The IT Team having various logs like system logs, Security Monitoring Log of user activity, System 
behavior, virus alerts, phishing, malware attack, installing of software, hardware change, copy and 
deletion of files, etc. The logs record communications about programs and system functions 

 
 



 

 

System Logs 
 

System Log provide a commercial solution for log collection, analysis, and reporting. Log management 
systems provide a configuration interface to manage log collection, as well as options for the storage of 
logs—often allowing the administrator to configure log retention parameters by individual log source. At 
the time of collection, log management systems also provide the necessary nonrepudiation features to 
ensure the integrity of the log files, such as “signing” logs with a calculated hash that can be later 
compared to the files as a checksum. Once collected, the logs can then also be analyzed and searched, 
with the ability to produce prefiltered reports in order to present log data relevant to a specific purpose or 
function, such as compliance reports, which produce log details specific to one or more regulatory 
compliance controls. 
 

Security Monitoring Log 
 

Monitoring an information technology system is a recognized method of providing situational awareness 
to a cyber-security team, and monitoring tools, such as SIEM and Log Management systems, are heavily 
utilized by enterprise IT departments for this reason. Improved situational awareness can also benefit 
industrial networks, although special care needs to be taken in determining what to monitor, how to 
monitor it, and what the information gathered means in the context of cyber security. 
 

Policy Review 
 

The implementation of the Policy shall be subject to periodic review at least once in a Quarter or any 
update or adoption of new policy  as may be decided by the Board of Directors. The adopted policy or 
summary will circulating to the users on timely basis. 
 

 

 

 

 

https://www.sciencedirect.com/topics/computer-science/nonrepudiation


 

 

 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer 
 

This policy are intended solely for the use of the individual or entity to whom they are addressed and may 

contain information which is privileged, confidential or prohibited from disclosure or unauthorized use. 

Any unauthorised review, use, disclosure, dissemination, forwarding, modification, distribution, 

publication, printing or copying of policy or any action taken in reliance on this is strictly prohibited and 

may be unlawful. 
 

Use any other contents or alternation of this policy contents is not allowed, If there is evidence that you 

are not adhering to the guidelines set out in this policy, the company reserves the right to take disciplinary 

action, including termination and/or legal action. 

 

Questions 
If you have any questions or comments about this  Policy, please contact Ajay Pillai (it@ladderup.com). 

If you do not have any questions Ladderup presumes that you understand and are aware of the rules 

and guidelines in this Policy and will adhere to them. 

mailto:it@ladderup.com
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